Recently, appliance networks have been widely adopted in many home applications. Usually, an appliance network requires a server. However, as the number of network users increases, there is not only the problem of costs due to extension of the server and the increase in power consumption, but also the problem that the functions of appliances are restricted when the connection to a server is unavailable. This paper presents a hybrid appliance local network (HALN) communication architecture to tackle the problems with server-based appliance networks. The HALN architecture is designed to remove and/or minimize the utilization of servers by offering the capability of communicating directly with other appliance products. The proposed architecture can also be integrated with existing server-based communication architectures. The HALN architecture is based on the simple service discovery protocol (SSDP) and HTTP protocol (RESTful HTTP server/client architecture) technologies. The effectiveness of HALN is experimentally demonstrated using a smartphone and a set of Linux-based Wi-Fi modems on which the functions that can be provided by typical appliances are implemented. Using the proposed architecture, the communication reliability is also improved by 1.6% as compared with that of an existing server-based communication architecture.
. Smart ThinQ®.
Desired Features of HALN Architecture
The HALN architecture proposed in this paper is designed based on Smart ThinQ® to meet the requirements as follows. 1. The HALN architecture reuses the communication media (Wi-Fi) that is commonly used in existing server-based communication architectures without any separate design or development. 2. Simple service discovery protocol (SSDP), which is part of the universal plug and play (UPnP) configuration, is used to search and connect smart appliances that can be connected on the HALN communication network. 3. The HALN architecture is based on the HTTP protocol that follows the server/client model for data transmission and reception between smart appliances. That is, HLAN uses the RESTfulbased server/client structure in detail. 4. The data being transmitted between smart appliance products are defined as follows depending on the characteristics of the products and the services to be offered:
• Data for remote control of the product; • Data for monitoring of the product; • Data for sharing the content, such as media; • Data used for communication between products. Figure 2 schematically shows network devices based on the HALN architecture proposed in this paper. The network devices may include diverse products, such as refrigerators, washing machines, cookers, cleaners, and air conditioners, which are connected through the network. There is no restriction on the types of appliance products. The above-mentioned appliance products may communicate with external servers, which may be operated by power companies, appliance manufacturers, or web servers, through a communication modem (i.e., a Wi-Fi modem) and a wireless router (i.e., an access point). In addition, the appliance products also can directly communicate with other appliance products, of which types can be the same or different. 
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Search Manager: The local network communication module may include a search manager, M-Search Manager, to detect other appliance products. M-Search Manager is a module that can multicast search messages at regular intervals to identify other application products running on the local network. In addition, the local network communication module includes a simple service discovery protocol (SSDP) that may deliver the search messages received from other appliance products to the search manager [23, 24] . When the SSDP has received search messages from other appliance products, the SSDP may transmit its service description information (e.g., URL address including IP, port information, etc.) in response to the received search messages. In the case that there is no information on the relevant appliance product in the local network management table, the search manager may transmit search messages aperiodically.
Database Control Manager: The local network communication module additionally includes a database control manager. The search manager may transmit the service description of other appliance products existing in the local network to the database control manager. In this case, the search manager uses the information received from the SSDP of the other appliance products in response to the search messages transmitted by the search manager. The database control manager manages the list and information of the appliance products existing in the local network through the SSDP and the search manager. In addition, when the SSDP has received a response to the search message sent by the search manager, the database control manager may update the information in the local network management table. For example, the database control manager may store information on the other appliance products that respond to the search messages sent by the search manager in the local network management table. The database control manager can also delete information of other appliance products that do not respond to the search messages sent by the search manager from the local network management table. The information stored in the local network management table includes the IPs, port numbers, and all information (e.g., product ID, service list, etc.) of the service description for other appliance products.
RESTful Clients/Servers: The local network communication module also includes RESTful clients and RESTful servers [25, 26] . The RESTful clients can send control commands or queries to other appliance products in the local network and receive events as responses from the RESTful servers of the other appliance products. That is, when a RESTful client needs to connect to another appliance product in the local network, the RESTful client connects to the RESTful server of the appliance product. The RESTful server can receive control commands or queries from the RESTful clients of other appliance products in the local network and respond with the results of processing of the control commands or queries in the form of events.
Local Network Manager: The local network communication module includes a local network manager. When a RESTful server has received a service request (control command or query), the local network manager processes the received request. That is, the local network manager analyzes or stores the received control command or query. In addition, the local network manager calls a function of the interface to deliver the analyzed control command or query to the communication modem. It can manage control commands, events, and queries in the form of tables . A relevant management table  may include a control table, an event table, and a query table. Information that may be included in each table may include service types, device IDs, device types, user IDs, and opcodes.
The control table may include the controls supported by the appliance product itself. The event table may include those event types that can be generated by the appliance product itself. The query table may include those types of queries that may be requested to the appliance product itself by other appliance products. In this case, the events stored in the event table may match the controls stored in the control table or the queries stored in the query table. That is, the information stored in the management table may include service information that the appliance product itself can support. The control commands or queries received from other appliance products may be additionally stored in the management table, and when responses to the additionally stored control commands or queries have been completed, the additionally stored control commands or queries may be deleted.
Monitoring Manager: The local network communication module additionally includes a monitoring manager. The communication modem saves the files generated by the function calls, analyzes the stored files, and delivers the contents of the files to the MICOM. The MICOM performs the functions corresponding to the information transmitted from the communication modem. When the functions have been completely performed, the MICOM may respond to the communication modem about the completion of processing. The communication modem also stores the response file regarding the completion of processing that came from the MICOM and sends it to the monitoring manager. The relevant monitoring manager can detect the changes in the file and read the file to deliver its contents to the local network manager.
Protocols for HALN Architecture
Protocol for Receiving and Processing Control Commands
In referring to Figures 3 and 4 , it can be seen that the RESTful server of an appliance product may receive control commands from the RESTful clients of other appliance products.
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In referring to Figures 3 and 4 , it can be seen that the RESTful server of an appliance product may receive control commands from the RESTful clients of other appliance products. When the RESTful server of an appliance product has received a control command, the RESTful server transmits the response to the other appliance product. The control command received by the RESTful server is passed to the local network manager and can be stored in the control table. The local network manager can make a function call to the interface to deliver the received control command to the communication mode. Then, the communication modem may store a file for the received control command and deliver the received control command to the product MICOM, which will perform a function in response to the received control command. In this case, the control command may include a set of commands as follows:
•
A command for driving the appliance product, a command to stop driving; •
A command for operating based on energy information, a command for driving in diverse operation methods such as a course or option of the appliance product; • A command to turn on/off or operate various components constituting the appliance product; • A command for operation or control of additional function modules such as the camera; • A command to save a file for updating; When the RESTful server of an appliance product has received a control command, the RESTful server transmits the response to the other appliance product. The control command received by the RESTful server is passed to the local network manager and can be stored in the control table. The local network manager can make a function call to the interface to deliver the received control command to the communication mode. Then, the communication modem may store a file for the received control command and deliver the received control command to the product MICOM, which will perform a function in response to the received control command. In this case, the control command may include a set of commands as follows:
A command for operating based on energy information, a command for driving in diverse operation methods such as a course or option of the appliance product;
• A command to turn on/off or operate various components constituting the appliance product; • A command for operation or control of additional function modules such as the camera; • A command to save a file for updating; • A command to start or stop diagnosis or monitoring.
When the product MICOM has completed the performance of the function in response to the received control command, the product MICOM may transmit a response regarding the completion of processing to the communication modem. The communication modem may transmit a file for the response regarding the completion of processing to the above-mentioned monitoring manager, which detects the change in the file and transmit information on the completion of processing to the local network manager. Then, the local network manager can check and delete the control command that was additionally stored in the control table. In cases where the communication modem has transmitted a control command to the MICOM but has not received any response from the MICOM, the communication modem may transmit a file for no response to the monitoring manager. The monitoring manager then detects the change in the file and delivers information on the no response to the local network manager.
The local network manager may transmit failure events to the RESTful client. Then, the RESTful client may identify the appliance products to which it should transmit the failure events through communication with the database control manager and transmit the failure events to the relevant appliance products. The other appliance products that have received the failure events may retransmit a control command to the appliance product.
Protocol for Receiving and Processing Events
In referring to Figures 3 and 5 , it can be seen that the RESTful server of an appliance product may an receive event from the RESTful clients of other appliance products. When the RESTful server of the appliance product has received an event, the RESTful server sends a response regarding the receipt of the event to the other appliance product. The event received by the RESTful server may be delivered to the local network manager and stored in the event table. Hereinafter, only those parts that are different when compared to the case where a control command has been received as illustrated in Figure 4 will be described.
The event received from the RESTful server may be a failure event in which an appliance product sends a control command or query to another appliance product but the latter the appliance product fails to process it and transmits it to the former appliance product. In cases where the event received by the RESTful server is a failed event, the local network manager attempts to retransmit the control command or query to the RESTful client and the event additionally stored in the event table may be deleted. Then, the RESTful client may identify the appliance product to which it may retransmit the control command or query through communication with the database control manager and retransmit the control command or query to the relevant appliance product. The event received from the RESTful server may be a failure event in which an appliance product sends a control command or query to another appliance product but the latter the appliance product fails to process it and transmits it to the former appliance product. In cases where the event received by the RESTful server is a failed event, the local network manager attempts to retransmit the control command or query to the RESTful client and the event additionally stored in the event table may be deleted. Then, the RESTful client may identify the appliance product to which it may retransmit the control command or query through communication with the database control manager and retransmit the control command or query to the relevant appliance product.
Protocol for Receiving and Processing Queries
In referring to Figures 3, 6 and 7 , it can be seen that the RESTful server of an appliance product can receive queries from the RESTful clients of other appliance products.
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When the RESTful server of the appliance product has received a query, the RESTful server transmits the response to the receipt of the query to other appliance products. The query received by the RESTful server can be delivered to the local network manager and stored in the query table. The local network manager may make a function call to the above-mentioned interface to deliver the received query to the communication modem. Then, the communication modem can save a file for the received query and deliver the received query to the MICOM, which may perform the function corresponding to the received query. In this case, the performance of the function in relation to the received query may be verification for response or preparation for response to the query. In addition, the query may be an inquiry into the current state of the appliance product or a request for the information held by the appliance product or the past operation history of the appliance product. In cases where the product MICOM has completed the performance of the function in response to the received query, the response regarding the completion of processing can be transmitted. The communication modem can transmit a file for the response regarding the completion of processing to the monitoring manager, and the monitoring manager detects changes in the file and transmits Electronics 2020, 9, 
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In cases where the product MICOM has completed the performance of the function in response to the received query, the response regarding the completion of processing can be transmitted. The communication modem can transmit a file for the response regarding the completion of processing to the monitoring manager, and the monitoring manager detects changes in the file and transmits information on the completion of processing to the local network manager. Then, the local network manager can check and delete the query stored in the query table. The local network manager then delivers the event, which is the response to the received query, to the RESTful client. Then, the RESTful client may identify the appliance products to which it should transmit the event through communication with the database control manager and transmit the event, which is a response to the query, to the relevant appliance product.
In cases where the communication modem has transmitted a control command to the product MICOM but has not received any response from the MICOM, the communication modem may transmit a file for no response to the monitoring manager. The monitoring manager then detects the change in the file and delivers information on the no response to the local network manager.
Experimental Result
Experimental Setup
The proposed HALN architecture is implemented on a Wi-Fi modem with embedded Linux as shown in Figure 8 . As an example, for the local network-based services, Figure 9 illustrates an experimental setup for the remote monitoring of power consumption in each appliance product through the HALN architecture. The appliance products used in this experiment include a washing machine, a dryer, and a display unit on the refrigerator. The power consumption by the washing machine and the dryer are remotely monitored and the total power consumption level is shown on the refrigerator display.
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A five-minute cooking in the smart oven is carried out. Cases where the monitoring information (i.e., remaining cooking time displayed on a smartphone application as shown in Figure 10 ), which is required to update every five seconds, is not updated twice or more are judged as a communication NG.
•
The above process is repeated 100 times and the communication success rate is calculated.
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Conclusions
The HALN architecture proposed in this paper has demonstrated the advantage of being able to directly communicate with other appliances to transmit or receive information. In addition, HALN was able to offer the same services as those provided by the existing server-based communication network architectures. In terms of the communication performance, the HALN architecture has improved the communication success rate by 1.6% as compared to the existing server-based network architecture. Since the proposed architecture can reduce the server utilization, it is expected to save the cost for the server extension even when the number of network users increases.
For future works, additional studies are required for determining the access priority in cases where both the server-based communication architecture and the HALN architecture access simultaneously. It is also necessary to develop the policy for supporting multi-users, and to improve the network reliability in the event of communication failure. 
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